Introduction

Many first order power side-channel attacks have been reported on all the
components of the memory hierarchy of System on Chips from the main memory
to the CPU registers. In this context, memory hierarchy encryption is widely used
to ensure confidentiality of data. However, this solution suffers from memory and
area overhead especially for cache memories that already occupy a large part of
the spatial footprint of a processor. Lightening the encryption with a Boolean
masking approach in cache memories is a promising solution in order to cope with
security and architectural constraints.

Objectives

1) Investigate and assess conditions on mask values for an optimal security

2) Define and implement a lightweight mask generator (LightMaG) to comply with
security and architectural constraints

Materials & Methods

Simulated traces L(v) = p(v) + Noise

v: 8-bit variable

¢ =HW (Hamming weight)

Noise: Gaussian noise of mean 0 and variance o*

» Generate random data d, random masks m and compute d,,, =d & m
» The final leakage trace is the tuple (L(d,,), L(m))
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MI estimation with MINE [1]

Estimate Mutual Information:
MI (HW(d)’ (L(dm)’ L(m))) For each noise variance
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Characterization of masks distributions

10° -
1071 <

164

MI estimation

10— 5

] —— no mask
10~* 4 —— uniform mask
1 —— biased mask-16
1 —— biased mask-8
107 1 pi _
: biased mask-4
—— biased mask-2

T' ; ESD VRS T * F 3 K ]'YTV ¥ T T T T TVYT T B = 3 T 5 3 ]’TY S G g i i T N "VT
103 102 101 100 101
Signal to Noise Ratio

Security requirement. generated masks must enable the protection of the
masking scheme against an attacker with up to 10,000 attack traces
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Mask generation (LightMaG)

Absorbed block (128 bits)  Mask 1 & Mask 2 R: Subterranean 2.0

l T round function [2]
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Results

Security evaluation of LightMaG masks

Uniform masks
LightMaG masks

Ml estimation

\

-

|

|
1

0.4 0.2 0.1 0.05 0.025 0.0125
Signal to Noise Ratio

MI of 10-° for SNR=0.02 =» ~500k attack traces for success rate of 99%

Protected memory hierarchy
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Conclusion

Security of the masks: Ml of 10 for SNR of 0.02

Mask generation done in one clock cycle

Spatial footprint of 400 LUTs; only 0.6% overhead & max freq of 150 MHz
Only an 8-bit |V is stored instead of the whole mask

Lightening of the memory hierarchy encryption

Enabling masked computation in execute stage in pipeline
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