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Abstract
This work discusses opportunities and challenges of using Software Defined Radio (SDR) in baseband processor architectures dedicated to IoT end-devices.
In that context, it demonstrates a novel architecture for flexible, secure and low-power network-based RISC-V processor. It is based on a multi-layer data
tracing approach (network, execution and hardware) to detect ongoing logical attacks using the network as an entry point.

SDR architectures related work
This table presents a comparison of IoT SDR baseband processor architectures and
their features:

Architecture FPGA [1] CPU (dedicated) [2] CPU (Generic) [3] Cortex M0+
Multi-Protocol ✗ ✗ ✗ ✗

Programmability + + +++ +++
Security ✗ ✗ ✗ ✓

Flexibility +++ + ++ ++
Dynamic power ∼ 100mW ∼ 10mW ∼ 10µW ∼ 10µW

State of the art regarding security
• The emergence of low-cost high-performance platforms and associa-

ted software allows attackers to access lower layers of networks [4]

• 33 vulnerabilities in TCP/IP stacks allow to perform code execution,
DoS, and data ex-filtration [5]

• Exploitation of buffer overflow vulnerabilities to perform DoS attacks
and remote execution of malware on the target [6]

Potential threat models

• Jamming Attack ✓

• Logical Attacks:
Packet Injection, . . . ✓

• Physical Attacks ✗

Test-bed
This block diagram demonstrates our test bed for evaluating the multi-layer data
tracer:
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The attack is exploiting CVE-2020-11068 with simple buffer overflow in parser
firmware.

Dataset
This graph shows 11 events of hardware performance counter (HPC) values based
on 1000 packets (Last 500 of them are subject to a buffer overflow vulnerability).
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Classification Comparison
This table shows the evaluation results of the comparison of several classification
algorithms.

Method Accuracy Precision Recall F1 score

Nearest Neighbors 0.998 0.995 1.00 0.998
Linear SVM 0.998 0.995 1.00 0.998
RBF SVM 0.765 1.000 0.550 0.710
Gaussian Process 0.887 1.000 0.785 0.879
Decision Tree 0.998 0.995 1.000 0.998
Random Forest 0.998 0.995 1.000 0.998
Neural Net 0.583 0.977 0.206 0.340
AdaBoost 0.998 0.995 1.000 0.998
Naive Bayes 0.995 0.995 0.995 0.995
QDA 0.995 0.995 0.995 0.995

Conclusion and perspective work
• Inclusion of other metrics for tracing (network, software)

• Implementation of a hardware tracer and co-processor for detection

• Integration to an existing IDS framework
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