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A RISC-V Chip with Hardware Trojans
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A. Hepp, et.al. Tapeout of a RISC-V crypto chip with hardware trojans: a case-study on trojan design and pre-silicon detectability. 2021
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Full Hardware Reverse Engineering Process
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Full Hardware Reverse Engineering Process
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O. Thomas, On the Impact of Automating the IC Analysis Process. Blackhat 2015

B. Lippmann et.al., Verification of physical designs using an integrated reverse engineering flow for nanoscale technologies. 2019
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Open-Source (ASIC) Design is here to stay
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Transparent

Verifiable

Customisable

Low Cost

Available for teaching and academia

© PULP platform, 2020

© 1999-2021 OpenCores.org

© 2020 OpenTitan éand many more é
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Hardware Reverse Engineering Goals
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Identify:

Å Hardware Trojans

Å Product Overproduction

Å IP Infringement
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Identify:

Å Hardware Trojans

Å Product Overproduction

Å IP Infringement

But also identify:

Å Hardware Trojan insertion points

Å IP advancement by competitors

Å Possible weakness for subsequent hardware attacks
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Life of a Chip
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M. Rostami, et.al. Hardware security: Threat models and metrics. 2013 ICCAD. Emphasis added.  

Open Source 

Design 1

Open Source 

Design 2
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